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Introduction
Scientific Computing, Department 9338 at Sandia National Laboratories, is responsible for providing and maintaining corporate computing resources to the Labs' scientific community, on both the classified and unclassified computing networks. At this date, this includes the following production machines * : Tesla, Teller, Serber, Edison, Atlantis, Alva, Discovery, sasn100, sasn101, the DEC cluster, the TeraFlop machines Janus and Janus-s, and Cplant, the Linux clustered computer system. The project to reengineer the process for managing Scientific Computing user accounts followed the methodology of the CMM (Capability Maturity Model) software quality discipline 1 developed by the Software Engineering Institute at Carnegie Mellon University. The intent of the project was to provide an efficient and stable account management process that eliminates duplicative features of existing practices while retaining all requirements and commitments. It was our goal to make the process assure the validity of all user accounts while minimizing operational disruptions and increasing the reliability of access to the systems for our customers: the internal and external users and their projects that depend on the corporate computing resources. Synchronization of our system accounts with the corporate information sources, such as the central NetWork Information System (NWIS), was a primary requirement.
The reengineered product now operates at CMM Level 3. The original accountmanagement process was performed in an ad hoc and oftentimes chaotic manner, because each separate system had its own manual or semi-automated process for account management that was the responsibility of different system administrators to implement. In addition to their regular responsibilities, the system administrators were also spending valuable hours performing the tacit responsibility of tracking user accountability for usergenerated data. For example, in cases where the data originator was no longer an employee, the administrators were forced to spend considerable time and effort determining the appropriate management personnel to assume ownership or disposition of the former owner's "orphaned" data files. By reexamining requirements and defining specific objectives we were able to improve the overall process to level 2. The final reengineered product is an automated code written to include the relevant corporate inputs, activities, verification steps and outputs, which meets the standards of CMM Level 3. The software is operational on all of the aforementioned corporate computing resources, and over the course of six months of use has proven to be consistent and reliable. While standardizing the process for adding and retiring computer accounts, the code is updated to accommodate corporately mandated process changes as they occur.
Automation of the computer user account creation/deletion process begins with a data feed initiated by the NWIS. The procedure, in general, operates as follows. Within the Scientific Computing Department there is a computer named Sprocket that serves as the primary source for users' account information. On a nightly basis, a file listing the approved accounts for the machines supported by Scientific Computing is sent by the * The Teller and Serber computer systems were decommissioned in March 2002.
NWIS to Sprocket. An application running on Sprocket processes this file, generating an up to date listing of the account information for each user and providing this information to each supported computer. Sprocket does not have or provide any password information; this information is resident on each specific computer. The Sprocket application determines which accounts are no longer valid and changes the access control files accordingly. Notices are sent out to users with accounts that are within 30 days of impending expiration. The group files are updated with new account information as well.
The reengineered process ensures the integrity of the data required to create and delete user accounts. Thus it ensures the ownership integrity of the accounts for all of the computer systems managed by the Scientific Computing Department. Reengineering the account management process has reduced or eliminated non-value-added work, time, and associated costs in redundant system administration efforts. Most importantly, it ensures that data is managed correctly and within security restrictions on all of the classified and unclassified computer systems supported by Scientific Computing.
Background
The process of adding and deleting user accounts on the computer systems that are administered by Scientific Computing was previously the responsibility of each system's manager. Computer programming scripts to automate the process of adding, but not deleting, these accounts had been written and were operational on the production machines. The general functionality of each of these scripts was the same, to read the NWIS supplied file (Rtflop or Stflop) and add accounts accordingly. However, each script was unique and applicable only to the specific system (or type of system) for which it was written.
Deletion of user accounts was a manual function in order to ensure the probity of each account, that data was managed as required, and that expired accounts were not deleted due to the user's inability to re-open the account (e.g., because of being on extended leave or on travel, or because no notification was received).
It was the desire of the Scientific Computing Department to create a single standardized or "generic" script for the process of adding user accounts, that would run on each system supported by the department. Due to the variety of systems supported, each system's unique "account creation" function had to be implemented in the generic script. Additionally, the process for account deletion was defined (including automatic and manual steps, as required) for each system supported by Scientific Computing.
Each of the original processes for user account creations and deletions were examined step-by-step, identifying the owner and the expected results of each step. A replacement process was then defined using standard reengineering techniques, which:
• lessened the number of procedural steps, • implemented horizontal integration of required tasks, and
• ensured process integrity among all of the systems supported by Scientific
Computing.
The automated process is dependent on the integrity and timeliness of the information received from the NWIS database. In order for the account files to be updated correctly, at least five separate departments within Sandia National Laboratories (NWIS, Password Administration, Scientific Computing, Computer Security Technology, the user's, and the user's department manager or an alternate manager) must take action for each account creation and deletion (deletion might also involve departments in Human Resources and/or Personnel Security). Thus each process was dependent on the performance of, at minimum, six individuals in five departments. Automating the process decreases the bottlenecks inherent in having to rely on specific individuals to complete each task.
The Goal
Reengineering is formally defined 2 as "the fundamental rethinking and radical redesign of the business process to achieve dramatic improvements in critical, contemporary measures of performance, such as cost, quality, service and speed." In practical terms, reengineering means improving a process by reevaluating how it works to add value and by eliminating redundant and/or non-value-added steps. In order to reengineer the existing user account management process two essential questions were asked: 1) "Why are we doing what we are doing?" and 2) "If the current process is comprised of several separate, independently-applied versions, which common steps are necessary and must be retained, which are redundant and can be eliminated, and which steps or ordering of steps can be modified to improve the process?"
"Why are we doing what we are doing?"
It is the responsibility of the Scientific Computing Department to provide vital corporate computing resources to a large number of users throughout and outside of Sandia. In order to be provided this service, a user must have a valid account on each computing system the user needs to access. 3 Maintaining the user accounts on a particular system, including the deletion of terminated accounts, ultimately is the responsibility of that resource's system administrator. On classified networks this responsibility is mandated by the Sandia Classified Network (SCN) Security Plan. Each new user account access request (for account creation or deactivation on any of the corporate computer systems) is initiated by the user (or a user's internal sponsor for an outside account) via a web browser accessing the Web Computer Account Request System (WebCARS) utility on Sandia's unclassified intranet, the SRN (Sandia Restricted Network). For any system on the SCN, account requests require management approval. The information entered into WebCARS is subsequently compiled and provided in electronic file format on the Distributed File System (DFS). System administrators use the DFS files to provide information on the status of accounts on the systems that they are responsible for maintaining. The Scientific Computing administered machines that the user account maintenance processes pertain to are listed in Table 1 . The series of steps comprising the previous user account creation process, and the individual(s) or group responsible for each step, is listed in Table 2 . The process was entirely sequential; each step of the process had to be completed before the next one could be performed. Personnel from five different departments were typically involved in the process. The old process for creating user accounts contained four "checkpoints" to validate the process:
1) The user's manager or an alternate manager approved the creation of the account via electronic signature. 2) Password Administration validated the manager's approval (authorization) of the request. 3) A script on the requested machine compared the Rtflop/Stflop file to its current password file to verify new user requests. 4) Roy Palmer, the Scientific Computing Department E-mail List Administrator, verified the new user request against his current mailing lists for each machine and added the new user if necessary.
The process for user account deletion, including the individual(s) or group responsible at each step of the process, is listed in Table 3 . Anomalous situations such as personnel being escorted off the premises are not reflected in this table.
The old process for deleting user accounts could involve as many as 7 distinct groups and required at least 19 steps for each request. The steps were all sequential; none of them could be done in parallel. There were three checkpoints to validate the process:
1) The user's manager or an alternate manager approved the account deletion.
2) Dept. 9338 scripts initiated a manual process to verify whether home directories contained files. 3) Roy Palmer compared the request list against the NWIS before removing the names from his mail lists.
There was basically one set of procedures required for completion of user account creation or deletion. However, there were six system administrators, each performing this process on each system that they supported. To answer the second essential question, there were multiple versions of the same process.
The previous processes were not sensitive to the customer and did not always produce reliable data. Due to the sensitivity of classified information, manual intervention is required before system administrators can remove any accounts. There were several checkpoints and yet system administrators found that they had a plethora of issues. Among these were:
• the system administrators were not notified of users who were no longer with Sandia National Laboratories, • they had a backlog of accounts that were listed for deletion, • and, there were accounts that were inactivated but could not be deleted (e.g., valid users had not requested re-subscription to an account in a timely manner.) 
Proposed Reengineering Process
One approach to reengineering 4 [RE] consists of the following phases: Mobilization, Diagnosis, Redesign, and Implementation. A team approach was applied during each of these RE phases as the new process for creating and deleting user accounts replaced the old one, with the purpose of reunifying the tasks into a coherent, reliable, and repeatable 
Mobilization
A RE process must take the perspective of "starting anew," as if the process has never before been performed. A large portion of the success of RE depends on getting buy-in from the participants who will be affected by the RE. This is abetted by support from the 
Diagnosis
The pre-reengineering steps for creation and deletion of user accounts are presented in Table 2 on page 10 and Table 3 on page 12. The team determined that the existing account creation process could be automated by utilizing the vendor-supplied "add-user process" for each machine. Once the account data was obtained in file format from NWIS, the remainder of the process to add a user to each system was functional and efficient. The process required corporate data that was synchronized on a nightly basis. Depending on the time taken for approval by the manager, the complete process to add an account could be concluded in 24 hours.
However, the process for deleting user accounts was not as efficient as it could be. Accounts to be deleted were not being verified for file disposition upon user termination or account closure. When a system has files that belong to an account that is no longer active, the system depicts the owner of the file with a numeric identification only (the userID), but without an associated username. Thus the "orphaned" files (those without an "active" owner) became a problem because it was very difficult to determine who the owner(s) of these files should be or was. The importance of computer files to Sandia National Laboratories cannot be determined by anyone other than the owner and (possibly) his or her manager. For this reason, system administrators do not delete any file without the expressed permission of either the file owner or the owner's manager. Unfortunately, when there is a file without an identified owner, the system administrator of a machine must spend time researching the ownership of the orphaned file. The severity of the problem varies depending on the age of the file and the cause of its abandonment, with the most serious problems arising due to employee termination. Oftentimes, the manager of the user who left files behind was either not the current manager, not familiar with the data, or had terminated as well. At this juncture, the system administrator was in fact performing a task that was certified as having previously been performed according to the employee termination packet.
In reviewing the previous processes, the following points were diagnosed: 1) Sometimes when users' accounts are terminated, files are left behind. Multiple employees in a single department were performing the same tasks to determine appropriate file disposition in order to complete the process of deleting an account.
2) The processes are largely sequential. The steps cross division lines, are "checkpointed" for validation, and require manual intervention.
3) The employment termination process did not provide validation that a terminating employee's data files would be left in a properly accountable state, although the termination paperwork indicated that all computer accounts had been properly closed. 4) Sandia National Laboratories and its customers could be adversely affected by lost data or applications that are not appropriately transferred. 5) Corporate information on account terminations, which was provided as data to Scientific Computing, was not always reliable. Although system administrators could deactivate an account, they did not have the authority to reassign file ownership or to remove the former user's data files and recover the disk storage space without corporate notification of approval.
The team concluded that the old user account management procedures did not meet the needs of the system administrators. The most effective action to take would be to redesign the overall process in order to control or eliminate the three major cost elements that were identified from analysis of the old procedures:
1) The cost that is associated with the system administrators' time being utilized for repetitive administrative processes. 2) The cost to the laboratory and eventually the nation in not being able to perform required computations (in the event of lost or inappropriately deleted data).
3) The cost of employee satisfaction that is affected negatively because system administrators are in the middle of an interdependent process with no control over the steps that must take place.
Redesign
The main goals of the redesign were to delinearize the process to the greatest possible extent, and to improve reliability. In particular, to decrease the number of steps by eliminating redundant and/or non-value-added steps, to reduce the amount of time elapsed between the beginning and end of the process by reducing the sequential dependency of the steps of the process, and to make changes where necessary to ensure the integrity of the data. However, by itself the team from Scientific Computing only had authority to make changes to the final few process steps.
In the old account creation procedure ( Table 2 , page 10), Scientific Computing was involved in steps 12 through 15. Changes to these steps were recommended. It is the policy of Scientific Computing to maintain an electronic mailing list of valid users (those with approved accounts) for each corporate resource computer. This is primarily for notification capability to keep users abreast of system changes, upgrades, maintenance scheduling, and machine status. The process step for adding users to the mailing list was performed manually, and involved comparing information from two lists (the Rtflop/Stflop file and the existing mailing list). The recommended changes were to make this step become automated, and to incorporate the final two actions within this step.
Proposed operations for adding an account:
Although the procedure would be shortened to 12 total steps, as many as six different groups are involved as shown in the organizational flowchart of the process in Figure 1 . The proposed changes would improve both the amount of time spent during the process and the reliability of the account data. The new account-creation procedure is listed in Table 4 , with the revision in bold text. The last four items from Table 2 are now done uniformly, in one condensed step within the departmental process. They are bulleted individually in Table 4 to emphasize to the reader that these are necessary actions. 
User: requests new account
Manager
Scientific Computing
Proposed operations for deleting an account:
The primary driver for RE of the user account deletion process was to improve the reliability of the user-status data received by the Scientific Computing Department from corporate sources. When users terminate their employment at Sandia National Laboratories they are required to fill out a separation form. This form includes a section where the user and his/her manager attest to "Transfer or clear all computer files and passwords." 3 Ideally, this step would require a system administrator for each machine to look at the user's home directory(s) and simply validate that there are no files left with the user as owner. Users are not always performing this directive and managers are not always validating its completion. Consequently, Scientific Computing staff must spend time after the fact doing research to determine data responsibility and more time subsequently to delete or change the ownership attributes of any orphaned files (which in the worst case might be scattered throughout the disk directories). Therefore, this checkpoint was a bottleneck in the process because the process was inherently unreliable.
The RE team proposed a solution to this problem, which would be that the WebCARS development group include a step, as part of the online account request process, to designate an alternative owner for an account. However, the office of the CIO refused this proposal, based on the business procedure that predefines all data as owned by Sandia National Laboratories. Hence the RE team continued the redesign, but limited it to include only those areas that it has direct responsibility over.
There were 19 steps in the original account-deletion process (Table 3 , page 12), performed by as many as eight different groups in linear fashion. Figure 2 shows the revised process flow, in which part of the process is now parallel rather than completely sequential. In order to overcome the problem of file disposition accountability and to improve the reliability of the user-status data received by Scientific Computing, the new process uses a different step order. Scientific Computing is now involved earlier in the process, at step six, the one step in this process that is the full responsibility of the Scientific Computing Department. In order to transfer or delete files, the system administrators will work with the user at this step to guarantee the future accessibility of files for Sandia National Laboratories.
User
There are 4 occurrences that may lead to the initiation of account closure. These events are defined in Table 5 , which identifies the party responsible for the action and the steps that must occur for completion of the request. Changes actually implemented into the new process are indicated in bold; suggested changes are italicized. Table 5 . Revised process to delete a user account
Step Action Responsibility 1(a) User requests account close via WebCARS:
The user is responsible for notifying the system administrator and making the necessary request to perform file disposition, deletion or transfer of files to another authorized user.
User 1(b) Or, an account automatically expires (is not renewed):
Notice is sent to the user and the user's manager requesting file disposition. The user or manager must contact password control to reinstate the account or to continue account closure procedures, including file disposition.
Password Admin.
1(c) Or, Human Resources initiates deletion of account:
Using information from the Separation Form, the disposition of the user's files is verified. (Currently, the system administrators are notified of a separation via a standard account closure. However, file disposition designation has not occurred.)
The RE team recommends that a copy of a termination form, which references the specific accounts to be closed, be sent to a designated system administrator for each machine along with certification of file disposition. The account is removed from NWIS and notification of this action is sent to the employee's manager. The manager must designate file disposition.
BO/PSD
Step Action Responsibility 2 Management approval via electronic signature: This step does not depend on the completion of step 10.
File disposition selection by Manager
Comp. Security Tech.
The suggested redesign reduces the number of steps from 19 to 11. It is beneficial as it protects Sandia National Laboratories from potential data loss and the cost of time spent at a later date trying to determine the data owner/disposition.
It is important to note that this process is dependent on accounts not being closed via WebCARS until file disposition has been determined and a manager has authorized the closing. The separation form would have to include a signature line for each machine that a user is registered to have an account on.
Employees who initiate account closure would need to verify that all files have been removed from their home/directory(s). Proper advance notice to the user of impending account expiration will negate the impact of abandoned files due to unaware users. Situations involving Badge Office actions (step 1d), such as immediate terminations, will be treated as anomalies and will require the initiators to contact the Scientific Computing System Administrators who in turn would contact the user's manager for file disposition instructions. At this time the Scientic Computing System Administrators feel that they could manage the manual intervention of these anomalies.
Horizontal integration with the Computer Security Technology Department is addressed in this same process. Users would be required to have all files removed from the DFS space. The current process is that Computer Security Technology waits five to eight weeks after receiving an account delete notification before actually deleting the files.
Implementation
The final RE stage was to implement the redesigned process where it was possible to do so (i.e., within the domain of Scientific Computing). This was accomplished via the following steps: gathering specific requirements, redesigning the procedure, and iteratively writing, testing, and rewriting the user account maintenance code. Generic code was written in PERL, allowing it be transportable to all platforms. Different coding adjustments for individual systems were then implemented to match the unique system process requirements. The code was written as five separate modules that run as one process on a central server maintained by Scientific Computing. At the beginning of the implementation stage, the initial module was expected to take approximately six months to write and deploy. Finalization of modules for each platform was expected to take an additional three months. In the end, the effort required a total of twelve months. Lead by Barbara Jennings, the coding work was completed by a team from Scientific Computing. Documentation of the team's efforts was maintained on the department web server scadmin.sandia.gov. Machines for which the revised user account maintenance process is now (or soon will be) in effect are listed in Table 6 . ) were operating with the new user account maintenance script. Taking into consideration that this work was performed by individual effort that was above and beyond daily-required responsibilities, the extended time to complete the project was a good investment.
Since its inception, the project endured the following changes:
1) As time went by, fewer team members contributed. As stated, this work was above and beyond individuals' day-to-day responsibilities. Due to unforeseen obligations, not all of those who initially committed to participate were able to. One individual, Sophia Corwell, completed nearly all of the coding for this project. All of the other participants had this task as a lower-level priority due to the demands of system maintenance and customer support. The original number of personnel tasked to code this project was ten. The final number was four.
2) The original project was designed with the intent of being a more general corporate initiative than it turned out to be. Because parts of the process of obtaining and ultimately closing corporate computing accounts are the responsibility of other departments across the laboratory, a proposal to alter the overall process was made, but for various reasons could not be implemented. One of the other departments was making its own change, and others didn't share our view of the need for a change, so in the end we were unable to improve the corporate procedures completely.
Lessons Learned
The Corporate Information Officer's Department defines any file located on Sandia National Laboratories' computers as being owned by Sandia National Laboratories. As such, files are never considered to have been abandoned. Within this constraint, the Scientific Computing Department must ensure the timeliness of accounts in order to track individual responsibility for each computer file, which is established by the computer user identification that is associated with a file when it is created.
Changes Effected
Within the Scientific Computing Department we have instituted a standardized procedure to manage computer accounts on all of the systems that we support. This process is reliable and allows the department to use a common process for all machines rather than having each machine's system administration possibly being performed in a unique fashion. The user account processes no longer have a single point of administration and therefore are not dependent on a specific individual for completion of user account maintenance tasks.
While each system has unique functions and system requirements, this project provided an improved level of coherency to the systems administered within Scientific Computing. Within a process of consensus, the best process was defined taking advantage of the diversity of talents of the department.
Having a trusted automated user account management procedure in place within the department has relieved individual system administrators of the day-to-day tacit responsibilities for account management. Furthermore, being able to associate each file with an individual allows us to make better use of disk space on our systems. From a security standpoint, we are assured that we are meeting or exceeding the requirements for account integrity on each system supported by this department.
Changes Effected: Corporate
On the corporate level, our suggestions for handling entity accounts were implemented by the NWIS group. Previously, an entity had no human owner associated with it. Today it is treated as an individual account. The account must be approved by management and has an effective date for expiration, and must have approval to be active on a system. The change will negate redundancy of user identification numbers and assign ownership of all of the files and applications on a computer system to identified individuals.
The corporate policy governing file ownership, while not contradictory to the goals of accountability, is too broadly defined to cover the level of granularity necessary for effective system file-management accountability. It is important, however, to know that this policy exists and to learn more about how we can leverage this policy in the future.
Futures
Within the Scientific Computing Department, having experienced the benefits of an automated process for system administration, we have identified and discussed additional procedures that are candidates for automation. These include the gathering of usage statistics that will allow us to provide and analyze metrics.
We plan to automate further the process for deletion of user accounts. This would include the removal of files from user directories in both home and scratch disk areas. The first step is to automate the removal for users who obviously have no critical files (i.e., when the user's only files are the default files that we provided at account creation). Beyond that, staging files to a temporary "parking" area for ownership reassignment or permission to delete, or checking file disposition and dealing accordingly are possible
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